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PART A (80 MARKS)

QUESTION 1
a) Explain where network-based IDS sensors should be placed in a network and why their
placement matters.
(2 marks)

b) Describe six preventive network security mechanisms and, for each, state the specific

protective role it plays in an organization's network.

(6 marks)
QUESTION 2
a) List TWO (2) reasons why software is insecure, as discussed in the Software Security
lecture.
(2 marks)

b) State six (6) Windows security mechanisms or components, as discussed in the

Windows Security lecture, and briefly indicate the role of each.

(6 marks)
QUESTION 3
a) State TWO (2) characteristics of a Trojan horse as a type of malware.

(2 marks)

b) Discuss six (6) ways in which malware attacks and propagates, referring to historical
malware examples, executable infection techniques, and the behaviour of rootkits and

spyware.

(6 marks)
QUESTION 4
a) Explain the Chinese Wall model as a formal security model, stating the concern it is
designed to address and how its access decisions differ from static policies.
(2 marks)

b) Explain the three main access control structures used to implement access policies,
namely the access control matrix, access control lists and capabilities, and state the

requirements that any such structure must satisfy.

(6 marks)
QUESTION 5
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a) List two goals of access control and state the instrument used to make authorization

decisions.
(2 marks)

a) Referto your answer in (a). Discuss six distinct features of formal security models,
covering the Bell-La Padula, Biba and Chinese Wall models, including what each model

controls and how the Chinese Wall model's rules constrain read and write access.

(6 marks)
QUESTION 6
a) Explain how a disclosure threat and a usurpation threat each cause harm to a system,

stating which security objective is affected in each case.
(2 marks)

b) The Samy worm spread rapidly across MySpace by exploiting a cross-site scripting
flaw. Explain six (6) aspects of this incident, covering the underlying XSS vulnerability,

how the worm injected and propagated itself, and the scale of the resulting infection.

(6 marks)
QUESTION 7
a) Explain how the chain of trust works in Trusted Computing, referring to the role of the
TPM and the stages that are measured and validated.
(2 marks)

b) Describe six (6) components and characteristics of the NGSCB/Nexus architecture,
covering both the Nexus kernel and the Nexus Computing Agent, as presented in the
Trusted Computing lecture.

(6 marks)

QUESTION 8

a) State TWO (2) differences between morals and laws as forms of conduct guidance for

computing professionals.
(2 marks)

b) Discuss how a professional code of ethics and conduct, such as the ACM code, guides
a computing professional in carrying out security-related work. Your discussion should
cover six (6) distinct obligations or expectations that such a code places on the
professional.

(6 marks)

QUESTION 9
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a) Explain the stages involved in the biometric authentication process, distinguishing clearly

between the identification stage and the authentication stage.
(2 marks)

b) Biometric technologies are grouped into different categories and each technology has
its own operational strengths and weaknesses. Explain the categories of biometric

applications and the characteristics of specific biometric technologies, giving six distinct

points.
(6 marks)
QUESTION 10
a) State TWO (2) limitations of misuse detection systems when used to detect attacks.
(2 marks)

b) State the distinction between a vulnerability, a threat and an attack as presented in the
security fundamentals lecture, and state one countermeasure principle for protecting
assets against such dangers.

(6 marks)
PART B (20 MARKS)

QUESTION 1
a) State FIVE (5) password security controls that can be applied to protect a system's

password files and user accounts.

(5 marks)

b) Explain the design criteria that Kerberos satisfies and the benefits that motivate
organisations to adopt single sign-on solutions such as Kerberos, smart cards and two-factor
authentication.

(5 marks)

QUESTION 2

a) [THEORY PLACEHOLDER - risk/management (ethics), 5 marks, Explain. No sourced

question passed verification.]

(5 marks)

b) [THEORY PLACEHOLDER - risk/management (ethics), 5 marks, Discuss. No sourced

guestion passed verification.]

(5 marks)
END OF QUESTION PAPER
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